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Best practises when using Al
Do's and Don'ts

Artificial Intelligence (Al) tools, including generative Al tools such as ChatGPT and Copilot, are increasingly
becoming integral to various aspects of professional and personal life. To ensure their effective and
responsible use, it is imperative to adhere to certain best practices. This document outlines key do’s and
don'ts for utilising Al tools.

In this document we will concentrate on the Generative Al tools like ChatGPT and we will not go into the
use of more complex Al solutions such as multimodal agents for example as they will be discussed in a
separate document due to added complexity and vastness of use cases.




Generative Al (GenAl) Tools

We will first concentrate on the differences between different Al tools available on the market,
with some background knowledge as well as pros and cons for each. We will then portray
universally what you should and should not do when using these tools.

ChatGPT (OpenAl)

ChatGPT, developed by OpenAl, is a powerful Al tool for text generation and coding. Widely used
in customer support, content creation, and education, it offers high-quality output, regular updates,
and APl integration for seamless use across applications.

Pros: With versatile and high-performing text generation capabilities, ChatGPT handles tasks
from email drafting to coding. It’s backed by strong documentation,

a supportive community, and frequent updates that enhance its capabilities. ChatGPT's
integration via API allows it to be embedded into various applications, enhancing its utility
across different domains.

\k‘ Cons: Data leakage is a major risk, as sensitive inputs may be processed and used in future
training, raising confidentiality concerns. GDPR compliance is also complex — while OpenAl
aims to follow regulations, fully erasing personal data is challenging. With servers only in the
US, data sovereignty is another issue. Users should be cautious and implement safeguards.

Gemini (Google)

Gemini, powered by Google's advanced language models, provides real-time data synthesis and
contextual assistance across Google Workspace. It prioritises user control, ensuring confidentiality
and GDPR compliance with strong encryption and privacy safeguards.

Pros: Seamlessly integrated with Google Workspace, Gemini enhances productivity with *' -
features like document summarisation and email drafting. Google ensures Workspace data emlnl
remains confidential and is not used for Al training without permission, reinforcing privacy
with encryption and GDPR adherence.

Cons: Despite safeguards, Gemini's data collection—including conversations and location
data—raises privacy concerns. With retention periods of up to three years, compliance with
GDPR’s data minimisation and erasure rights is debatable. Users should carefully manage
shared information.

Copilot (Microsoft)

Copilot, developed by Microsoft, boosts productivity by integrating with Microsoft Office, assisting
with tasks like drafting emails, generating reports, and summarizing meetings. It ensures GDPR
compliance, with data processed within the EU Data Boundary, making it a strong choice for
business users.

% Pros: Copilot seamlessly integrates with Microsoft Office, enhancing workflow efficiency.
Microsoft ensures GDPR compliance, and user data isn’t used to train Al models, protecting
privacy.

Cons: Copilot's access to organizational data via Microsoft Graph raises privacy concerns if
permissions aren't properly managed. While Microsoft implements safeguards, users must
configure permissions carefully. A Microsoft 365 subscription is required, limiting accessibility.




Feature Comparison

Feature ChatGPT Gemini Copilot
(OpenAl) (Google) (Microsoft)
Versatility High High Medium
Microsoft
Int ti . .
TESSIEHOH API API Office Suite
Context
Window Medium Medium Medium
Real-Time Data No Yes No
Creati
V\;fi:i,:;e Good Good Good
Productivity Medium Medium High
Focus
Document Medium Medium High
Analysis
User-Friendly High High High
Customisation Medium Medium High
Subscription Yes No Yes
Required

Pros/Cons Comparison

Tool Pros

High-quality text generation, extensive Limited context window, subscription for

ChatGPT documentation, regular updates. advanced features.

May not excel in creative tasks

Real-time data synthesis, wide range of
compared to ChatGPT.

capabilities, easy to use.

. Enhances productivity, strong integration Primarily focused on productivity, less
Copilot with Microsoft products, customisable. versatile in creative applications.




Pricing/Plan Comparison

Tool

ChatGPT
(OpenAl)

Gemini
(Google)

Copilot
(Microsoft)

Free

Cost (£ GBP)

FREE

Plus

£15.38/month

Pro

£158.85/month

Team (Monthly)

£23.08/user/month

Team (Annual)

£19.23/user/month

Enterprise Custom pricing
Free FREE
Standard (Monthly) £17.54/user/month

Standard (Annual)

£14.62/user/month

Enterprise

Custom pricing

Copilot Standard

FREE

Copilot Pro

£15.38/month

Copilot for Microsoft 365

£23.08/month

Copilot Studio

Custom pricing




Things you SHOULD NOT do...

Do not over-rely on Al

While Al tools can be incredibly helpful, it is important not to over-rely on them.
Human oversight and judgement remain crucial, and Al should be used as an aid
rather than a replacement for critical thinking and decision-making.

Always apply your expertise and contextual understanding to supplement Al's
capabilities.

To summarise, it is there to increase your efficiency and complement you like an
assistant; it should not do everything.

Do not ignore biases in Al

Al systems can sometimes reflect biases present in their training data. It is
important to be aware of potential biases and take steps to mitigate them.

Regularly assess the fairness and accuracy of Al outputs, and work towards
minimising any discriminatory or biased outcomes.

Aim for inclusivity and fairness in all Al applications. This is still true for tools like
ChatGPT and Copilot, who do have safeguards in place.

Do not neglect continuous learning

As Al technology is continually evolving it is important to stay informed about the
latest developments and best practices, engage in continuous learning. Participate
in webinars, read research papers, and seek out training opportunities to enhance
your understanding of Al. By staying updated you will enable yourself to make
better use of Al tools and adapt to new advancements.

To put this into context Azure Al foundry introduces new models weekly to its
model bank, each displaying new features or improvements in performance thus
displaying that the pace of development is neck breaking.

Do not misuse Al

Avoid using Al tools for unethical or illegal activities. This includes
generating false information, spamming, or manipulating data for malicious
purposes.

Misusing Al not only undermines its potential benefits but can also lead to
legal consequences and damage to your reputation.




Things you SHOULD do...

Understand the capabilities and limitations of Al tools

Before using Al tools, it is vital to gain a comprehensive understanding of their
capabilities and limitations. You need to understand that while Al can assist in
generating content, analysing data, and providing recommendations, it is fallible.
Familiarising yourself with the scope of what Al can and cannot do will help in
setting realistic expectations and leveraging the tool effectively. Please see some
examples below.

It is also worthwhile noting that while convenient to use generalised tools like
ChatGPT or Copilot, if you do not need the generalised toolset then use Al’s
specific to your use case for improved results and cost savings

(e.g. Midjourney for images or Darktrace for cyber security).

Maintain data privacy and security

When using Al tools, always have data privacy and security at the forefront of your
mind. Ensure that any sensitive or personal information is fully obfuscated before
inputting it into the Al system.

You should also be mindful of the data you share and take necessary precautions to
protect it from unauthorised access or misuse.

You never have to specifically name or specify any systems/architecture/people so
regardless of license levels and security the ultimate protection is to just not enter
them in prompts.

Review and verify Al outputs

It is essential to review and verify the outputs generated by Al tools. Although Al
can produce high-quality content and perform complex analyses, there is always
a possibility of errors or inaccuracies.

Carefully examining the results and cross-referencing them with reliable sources
will help in maintaining the integrity and accuracy of the final output.

You have access to a well-read assistant, so you should treat them as such.

Use Al ethically

Always adhere to ethical guidelines when employing Al tools. This means
avoiding using Al to create misleading or harmful content and ensuring
that the use of Al aligns with ethical standards and promotes positive
outcomes.

Finally, always be transparent about the involvement of Al in your work
and respect intellectual property rights and privacy concerns.
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To conclude
Al Do's and Don’'ts

By adhering to these best practices, users can maximise the benefits
of Gen Al tools while mitigating risks and challenges. A responsible
and informed approach to Al utilisation will ensure that these
powerful tools contribute positively to your endeavours.




